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PRESERVING CHANGES TO A
CONFIGURATION OF A RUNNING VIRTUAL
MACHINE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. Ser. No. 13/297,
549, entitled “Preserving Changes to a Configuration of a
Running Virtual Machine”, filed Nov. 16, 2011, which was
published on Jun. 14, 2012, as U.S. Patent Publication No.
2012/0151480 A1, and which claims priority from European
patent application number 1019494.0, filed Dec. 14, 2010,
and each of which is hereby incorporated herein by reference
in their entirety.

BACKGROUND

The present invention relates to a method for preserving
changes to a configuration of a running virtual machine. The
present invention further relates to a computer-readable
medium such as a storage device, a floppy disk, CD, DVD,
Blu-Ray disk, or a random access memory (RAM), contain-
ing a set of instruction that causes a computer to perform the
above method. The present invention further relates to a com-
puter program product comprising a computer usable
medium including computer usable program code, wherein
the computer usable program code is adopted to execute the
above method.

Virtualization is becoming more and more important in IT
systems, as it allows the use of central servers for performing
different tasks as required by a user. This includes, that dif-
ferent operating systems can run on a single hardware envi-
ronment, which offers high flexibility for the user. A virtual
machine manager, also called hypervisor, is running on the
hardware environment and provides an environment for
execution of virtual machines, which are also called guests,
for executing the each one operating system. The guests are
virtual instances of operating systems, which are encapsu-
lated inside the virtual machine manager and can be executed
like running directly on the hardware environment. The
hypervisor itself can be running directly on a hardware of a
computer, which means without an underlying operating sys-
tem, or as an application within a standard operating system
like a Linux, Windows or others. Also virtual machine man-
agers running on an intermediate instruction layer are known
in the art.

Running a virtual machine on a hypervisor comprises the
hypervisor providing a virtual environment comprising vir-
tualized and virtual devices, as usually available as real hard-
ware devices in the hardware environment. Accordingly, real
hardware devices of the hardware environment have to be
mapped to virtualized devices, so that they can be used by the
virtual machine. In contrast, the pure virtual devices are not
linked to any real hardware device. Depending on the require-
ments of a virtual machine or available resources, different
configurations comprising virtual and virtualized devices can
be provided for running a virtual machine. Also modifications
on the hardware environment, e.g. by adding or removing
devices, have to be adapted for the virtual environment. Fur-
thermore, availability of virtual devices can be limited for
performance reasons.

Accordingly, configuration of a virtual environment for a
virtual machine is an important task for efficiently running the
virtual machine and efficiently using the resources of the
hypervisor. It is known in the art to provide and change a
configuration of a virtual machine persistently only when the
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2

virtual machine is not running. This makes configuration
changes very time-consuming because the configuration can
only be tested after starting the virtual machine. It is further
known, e.g. from the U.S. Publication No. 2010/0138829A1
entitled “Systems and Methods for Optimizing Configuration
of a Virtual Machine Running at Least One Process,” Han-
quez et al., published Jun. 3, 2010, which is hereby incorpo-
rated by reference herein in its entirety, to change a configu-
ration of a virtual machine at runtime. Nevertheless, these
changes are lost when the virtual machine is stopped. When
restarting the virtual machine, the configuration changes have
to be applied again, so that time is lost.

BRIEF SUMMARY

Provided herein, in one aspect, is a method for preserving
changes to a configuration of a running virtual machine. The
method includes: reading an initial configuration; starting the
virtual machine under application of the initial configuration;
modifying the configuration of the virtual machine during
runtime; storing the modified configuration of the virtual
machine during shutdown; and reading the modified configu-
ration at restart of the virtual machine and restarting the
virtual machine under application of the modified configura-
tion.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

Various embodiments of the invention are illustrated in the
accompanied figures. These embodiments are merely exem-
plary, i.e. they are not intended to limit the content and scope
of'the appended claims.

FIG. 1 shows a system comprising a hardware environ-
ment, a virtual environment and a set of virtual machines
running thereon as a schematic diagram,

FIG. 2 is a flowchart showing the start-up phase of a virtual
machine according to one or more aspects of the present
invention,

FIG. 3 is a flowchart showing the behavior when operating
the virtual machine at runtime according to one or more
aspects of the present invention.

FIG. 4 is a flowchart showing the shutdown phase of a
virtual machine according to one or more aspects of the
present invention,

FIG. 51s aflowchart showing a first part of the startup phase
of a virtual machine according to one or more aspects of the
present invention, and

FIG. 6 is a flowchart showing a second part of the startup
phase of a virtual machine according to one or more aspects of
the present invention.

DETAILED DESCRIPTION

It is an object of the present invention to provide a method
for preserving changes to a configuration of a running virtual
machine, which is easy to use and allows an efficient configu-
ration of the virtual machine.

This object is achieved by the independent claims. Advan-
tageous embodiments are detailed in the dependent claims.

Accordingly, this object is achieved by a method for pre-
serving changes to a configuration of a running virtual
machine, the method comprising the steps of reading an ini-
tial configuration, starting the virtual machine under applica-
tion of the initial configuration, modifying the configuration
of the virtual machine during runtime, storing the modified
configuration of the virtual machine during shutdown, and
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reading the modified configuration at re-start of the virtual
machine and re-starting the virtual machine under application
of the modified configuration.

The basic idea of the invention is therefore to store the
configuration of a virtual machine, which has been modified
during runtime of the virtual machine, when the virtual
machine is shut down. The configuration is provided for
startup of the virtual machine at a later time. This allows
starting a virtual machine and configuring it adequately at
runtime, which is a convenient way for providing a desired
configuration of the virtual machine. The functionality of
storing the configuration depends on the implementation of
the virtual machine manager. Also dependent on the virtual
machine manager, the configuration can be provided in dif-
ferent ways, e.g. a configuration file stored on a storage device
of an underlying hardware of the virtual machine manager.
The administrative effort compared to the state of the art is
reduced, because it is not required to restart a virtual machine
for applying configuration changes.

A modified embodiment of the present invention com-
prises the additional steps of modifying the configuration of
the virtual machine during runtime after re-starting the virtual
machine, storing the further modified configuration of the
virtual machine, and reading the further modified configura-
tion at re-start of the virtual machine and re-starting the vir-
tual machine under application of the further modified con-
figuration. This refers to the further modification of the
configuration of the virtual machine, when already a modified
configuration compared to the initial configuration has been
applied when restarting the virtual machine. Configuration
changes made at this stage are not lost but preserved for
further use of the virtual machine.

In one embodiment of the present invention the step of
storing the modified configuration of the virtual machine
comprises storing the modified configuration as a snapshot.
The snapshot is an image of the entire configuration, which
can be applied to a virtual machine independently from any
previous configuration. The snapshot can be stored as a physi-
cal copy of the entire configuration.

According to a modified embodiment of the present inven-
tion, the step of storing the modified configuration of the
virtual machine comprises a set of configuration differences
of'the modified configuration compared to the initial configu-
ration. The set of configuration differences is stored as a
physical copy. The memory size of the modified configura-
tion is small, since it is derived from the initial configuration
and only stores the changes applied in respect to this configu-
ration.

In another embodiment of the present invention, the step of
storing the modified configuration of the virtual machine
comprises storing the modified configuration on a data stor-
age device. The data storage device can be any kind of device
including a hard disk drive, a compact disk, a digital versatile
disk, a tape, an optical disk drive, a flash RAM or other kinds
of data storage devices. The advantage is that the configura-
tion can easily be restored for further use and even be trans-
ported, e.g. for the use in other virtual machines.

A further embodiment of the present invention comprises
the step of selecting the configuration to be applied when
re-starting the virtual machine from the initial configuration
and available modified configurations. The available configu-
rations can be displayed to the user, so that he can easily
choose between them, which increases the flexibility of the
configuration for the virtual machine. Depending on the
requirements of the user, the virtual machine can be started
with the most suitable configuration from the available con-
figurations.
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In a further modified embodiment of the present invention
a configuration comprises individual configuration elements
and the step of selecting the configuration to be applied com-
prises removing or modifying at least one individual configu-
ration element of the selected configuration and/or adding an
individual configuration element of at least one not selected
configuration. The selected configuration can be chosen indi-
vidually from any of the available configurations including
the initial configuration. Then individual configuration ele-
ments can be removed or modified compared to the chosen
configuration. Also configuration elements can be applied
from any available configuration, which has not been
selected, and be combined to the selected configuration. The
resulting modified configuration can then be applied to the
virtual machine during activation. The individual configura-
tion elements can comprise any kind of devices, e.g. physical
storage devices or communication interfaces. Configuration
elements can also comprise multiple devices. Furthermore,
configuration elements comprising groups of device or indi-
vidual devices can be defined independently, e.g. one con-
figuration element comprising all storage devices and an indi-
vidual configuration element for each interface. The
configuration elements can be displayed to the user as a part
of'the respective modified or initial configuration when start-
ing the virtual machine, so that the user can easily select from
the available configuration. They can also be displayed indi-
vidually.

In one embodiment, the present invention comprises the
step of storing the configuration as provided according to the
above method. The modified configuration can be stored after
being finalized, i.e. before the activation of the virtual
machine is finished, or a flag can be set for indicating that the
selected configuration has to be stored later, e.g. when the
virtual machine is shut down.

According to a further embodiment of the present inven-
tion the step of storing the modified configuration of the
virtual machine comprises verifying a system setting and
storing the modified configuration in case indicated by the
system setting. This system setting allows defining, if
changes to the configuration shall be preserved. For example
when setting up a virtual machine, configuration changes can
be allowed until a desired configuration has been finally
tested or just until a certain point of time, e.g. a start-up phase
of a virtual machine. On the other hand, configuration
changes can be permitted, e.g. until a suitable and stable
configuration has been achieved. When the system setting is
deactivated, configuration changes can be applied, but are not
preserved when restarting the virtual machine. Accordingly, a
user of the virtual machine can modify the configuration up to
his particular requirements without creating an impact on
other users, which use the identical virtual machine. Also
further enhancements on the configuration can first be tested,
before they are stored and provided for restarting the virtual
machine.

Ina modified embodiment of the present invention, the step
of selecting the configuration to be applied when re-starting
the virtual machine comprises verifying a system setting and
selecting the configuration to be applied when re-starting the
virtual machine in case indicated by the system setting. Simi-
lar to the above described behavior, it is also possible that the
virtual machine can be started either with the initial configu-
ration or a modified configuration, e.g. when a modified con-
figuration turns out to be erroneous and does not allow reli-
ably running the virtual machine. Nevertheless, the initial
configuration can be restored for further use.

The above system settings can be implemented individu-
ally or in a global way, so that one system setting modifies the
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behavior for storing the modified configuration and selecting
the configuration to be applied. Furthermore, the system set-
tings can be made by a user of the virtual machine, or can be
depending on a global setting of the underlying virtual
machine manager, which can accordingly also be modified by
auser. The system settings can further be changed by external
software, e.g. administration software, which monitors and
administers multiple virtual machine managers.

A modified embodiment of the present invention com-
prises the step of modifying the system setting at runtime of
the virtual machine. This refers to any of the afore-mentioned
system settings. E.g. when a user wants to preserve amodified
configuration or not, he only has to set the corresponding
system setting accordingly at any time. Also the possibility of
re-starting the virtual machine with the modified configura-
tion or the initial configuration can be selected by the system
setting at any time. This offers a high grade of flexibility when
handling the configurations, especially during a set-up phase
of a virtual machine.

According to a modified embodiment of the present inven-
tion the step of modifying the system setting comprises veri-
fying an authorization to modify the system setting. This
allows defining users, which have the task of modifying the
configuration of a virtual machine. These users can be spe-
cifically skilled persons, e.g. system administrators, so that
the modified configuration is assumed to be suitable and
reliable. This refers to any of the afore-mentioned system
settings.

A further modified embodiment of the present invention
comprises the step of defining a modified configuration as the
initial configuration. Accordingly, when a configuration turns
out to be more suitable than the initial configuration, the
modified configuration is provided as initial configuration for
all users. This definition can be made by a system setting and
be restricted as described above to the verification of an
authorization of the user.

The object of the present invention is further achieved by a
computer-readable medium such as a storage device, a floppy
disk, compact disc, CD, digital versatile disc, DVD, Blu-ray
disc, or a random access memory, RAM, containing a set of
instructions that causes a computer to perform a method as
specified above.

The object of the present invention is also achieved by a
computer program product comprising a computer-usable
medium including computer-usable program code, wherein
the computer-usable program code is adopted to execute the
above method.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, aspects of the present invention may
take the form of a computer program product embodied in one
or more computer readable medium(s) having computer read-
able program code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a non-exhaustive list)
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6

of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof. A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described below with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems) and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations and/
or block diagrams, and combinations of blocks in the flow-
chart illustrations and/or block diagrams, can be imple-
mented by computer program instructions. These computer
program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other
programmable data processing apparatus to produce a
machine, such that the instructions, which execute via the
processor of the computer or other programmable data pro-
cessing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.
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The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

Referring now to FIG. 1, a system 1 running a set of virtual
machines 2 can be seen. The system 1 comprises a hardware
environment 3, which is formed by a set of physical devices 4.
Physical devices can be any kind of devices as known in IT
architectures, e.g. storage devices, interfaces, drivers or oth-
ers. On top of the hardware environment 3 an intermediate
layer 5, which is responsible for detecting changes in the
current hardware environment 3. This intermediate layer 5
can e.g. be a BIOS, which provides an abstract interface
through a hardware abstraction layer to the physical devices
4.

On top of the intermediate layer 5 is running a virtual
machine manager 6, which is also called hypervisor. The
hypervisor 6 provides a virtual environment 7 comprising a
set of virtual devices 8. The virtual devices 8 comprise virtu-
alized real devices, which are connected to at least one of the
physical devices 4 of the hardware environment 3, and fully
virtual devices, which are not backed up by any of the physi-
cal devices 4.

On top of the virtual environment 7 are running the virtual
machines 2, which have each an operating system. The oper-
ating system of the virtual machine 2 can be chosen individu-
ally and makes use of the virtual environment 7 provided by
the hypervisor 6. During runtime of a virtual machine 2, the
configuration of the virtual environment 7 can be changed,
which means any kind of virtual device 8 can be added or
removed from the virtual environment 7. This configuration
change is initiated only by the virtual machine 2 and applied
by the hypervisor 6.

Referring now to FIGS. 2 to 4, a method according to a first
embodiment of the present invention can be seen. The flow-
chart illustrates the behavior of a virtual machine 2 from a
startup phase to the shutdown.

According to FIG. 2, in step 100 activation of the virtual
machine 2 is started. The virtual machine 2 comprises a
system setting, which is a flag denoted “persistent runtime
configuration” (PRC).

In step 110, the hypervisor 6 verifies if the PRC setting is
activated. If not, in step 120 an initial configuration of the
virtual machine 2 is applied and the method continues with
step 180. If the feature is enabled, the method continues with
step 130.

In step 130, the hypervisor 6 evaluates which PRC mode
has been selected. The selected mode can either be snapshot
mode or diff mode. The mode refers to the way a modified
configuration of the virtual machine 2 is stored. In snapshot
mode, the modified configuration is stored entirely as an
image, which can be applied to a virtual machine indepen-
dently from any previous configuration. The snapshot is
stored as an entire physical copy of the modified configura-
tion. Indiff mode, only configuration changes in respect to the
initial configuration are stored when the virtual machine is
deactivated. In both cases, physical storage space, also
referred to as a slot, holds the modified configuration.

If the evaluation in step 130 determines snapshot mode as
selected mode, in step 140 it is verified, if a stored snapshot is
available. If no snapshot is available, which means that only
the initial configuration exists, the method continues with
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step 120 applying the initial configuration as described above.
If a snapshot is available, the method continues with step 150.

In step 150, the configuration stored in the snapshot is
applied to the virtual machine 2. The configuration contained
in the initial configuration is not applied. The method then
continues with step 180.

If the evaluation in step 130 determines diff mode as
selected mode, the hypervisor 6 verifies in step 160, if a stored
configuration difference is available. If not, the method con-
tinues applying the initial configuration in step 120 as
described above. If a configuration difference is available, the
method continues with step 170.

In step 170, the modified configuration of the virtual
machine 2 based on the configuration difference is applied.
This comprises applying first the initial configuration of the
virtual machine 2 and afterwards applying the configuration
according to the stored configuration differences.

In step 180, the activation of the virtual machine 2 is
finalized independently from the kind of the applied configu-
ration.

In step 190, the virtual machine 2 is activated, i.e. it starts
running in the virtual environment 7 provided by the hyper-
visor 6.

In step 200, the virtual machine 2 has entered into opera-
tion mode and is being used by the user according to his
particular requirements. This use is not part of the diagram as
shown in FIG. 3.

In step 210, it is verified, which kind of operation is to be
executed. In case a PRC related operation is to be executed,
the method continues with step 220. In case the operation is a
shutdown of the virtual machine 2, the method continues with
step 260. In case another type of operation is to be executed
the method continues with step 270.

According to step 220, it is verified, which kind of PRC
related operation is to be executed. This can be disabling the
PRC feature, which is then realized in step 230, after which
the method continues with the normal operation mode of the
virtual machine 2 in step 200.

If the PRC related operation of step 220 is to enable PRC
mode, the method continues with step 240. In this step, the
PRC mode for the virtual machine 2 is enabled by setting the
PRC flag in the hypervisor 6. Also the selected mode, which
is snapshot or diff mode, is selected and stored in the settings.

In step 250, a memory area for storing the modified con-
figuration is allocated in a PRC repository, which can be
global or individual for each virtual machine 2. The PRC
repository is stored on a storage device, which is not shown in
the figures. The method then continues with the operation of
the virtual machine 2 in step 200.

In step 260, a shutdown of the virtual machine 2 is initiated.
The method then continues with step 300, as shown on FIG.
4.

Ifthe type of operation of step 210 is another operation, this
operation is performed in step 270. This operation can be for
example a system query or a logical reset of a virtual device.
It can also be a change to the current configuration, which was
applied to the virtual machine 2 at startup, resulting in a
modified configuration of the virtual machine 2. The method
then continues with step 200 and the normal operation of the
virtual machine 2.

Now referring to FIG. 4, in step 300 is verified, if the PRC
feature is enabled. If the PRC feature is not enabled, the
method continues with step 360, otherwise it continues with
step 310.

In step 310, it is verified, which mode for storing the
modified configuration is selected. In case the selected mode
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is snapshot mode, the method continues with step 320, in case
diff mode is selected, it continues with step 340.

According to step 320, a snapshot of the current configu-
ration of the virtual machine 2 is created as indicated above.

In step 330, the created snapshot is stored in the allocated
slot in the PRC repository, i.e. the snapshot is stored on the
storage device. The method then continues with step 360.

In step 340, which refers to the diff mode, the current
configuration of the virtual machine 2 is stored as a configu-
ration difference compared to the configuration at startup, i.e.
the initial configuration. Accordingly, the configuration dif-
ferences have to be determined and form a set of configura-
tion differences.

In step 350, the configuration difference of the virtual
machine 2 is stored in the allocated slotin the PRC repository.
The configuration difference is accordingly stored physically
on a storage device.

In step 360, the shutdown of the virtual machine 2 is final-
ized, until in step 370 the virtual machine 2 is down.

According to a second embodiment of the present inven-
tion, which is shown in FIGS. 5 and 6, the startup phase of the
virtual machine as shown on FIG. 2 in respect to the first
embodiment of the present invention, is modified. The
remaining part of the flow diagram is identical to the one of
the first embodiment and therefore not repeated.

In step 400, the activation of the virtual machine 2 is
started. In step 410, the hypervisor 6 evaluates if the PRC
feature is enabled. If not, the method continues with step 600,
otherwise with step 420.

In step 420, it is evaluated which mode is selected accord-
ing to step 130 of the first embodiment. If the selected mode
is diff, the method continues with step 500, otherwise with
step 430.

In step 430, itis verified if a snapshot is available. If not, the
method continues with step 600, otherwise with step 440.

In step 440, the available snapshots are displayed to a user.
The snapshots are taken from the PRC repository according to
availability. Displaying the snapshots comprises displaying
individual information elements as predefined. This implies
displaying single devices or groups of devices as information
elements. The configuration elements can be displayed
immediately to facilitate the selection of the desired configu-
ration by the user, or can be displayed upon request by the
user. Also information elements can be displayed depending
on properties of information elements, e.g. only individual
information elements or only groups of configuration ele-
ments forming higher level configuration elements.

According to step 450, the user is requested to specify,
whether a partial application of the selected snapshot is
desired. If not, the method continues with step 460, otherwise
it continues with step 480.

In step 460, the user is requested whether the selected
snapshot of the modified configuration shall be converted into
the initial configuration. If not, the method continues with
step 650, otherwise it continues with step 470.

In step 470, the selected snapshot is converted into the
initial configuration based on the modified configuration
stored in the PRC repository. This comprises re-considering
the presence of further modified configurations, available as
configuration differences, which are based on the initial con-
figuration. Accordingly, the available configuration difter-
ences have to be evaluated regarding the impact of the modi-
fication of the initial configuration and have to be updated, so
that the set of configuration elements available in the configu-
ration difference provides an identical configuration com-
pared to the former initial configuration. The method then
continues with step 600.
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According to step 480, the user can select or modify
desired configuration elements, also referred to as items in the
figures, of the snapshot.

In step 490, the user is in accordance with step 460
requested, whether the resulting configuration of step 480
shall be converted into the initial configuration. In case this
conversion is desired, the method continues with step 470 as
already described. Otherwise the method continues with step
640.

In step 500, it is evaluated, whether a configuration differ-
ence is available. If not, the method continues with step 600,
otherwise with step 510, where the initial configuration is
applied.

In step 520, the configuration differences based on avail-
able stored configuration differences from the PRC reposi-
tory are displayed to the user. The user then selects whether a
partial application of the configuration difference is desired.

In step 530, it is verified, whether the user wants to apply
only parts of the configuration difference. If yes, the method
continues with step 540, otherwise it continues with step 570.

In step 540, the user can select or modify configuration
elements of the configuration difference.

In step 550, the user is requested, whether the resulting
configuration of step 540 shall be converted into the initial
configuration. If not, the method continues with step 640, if
yes the method continues with step 560.

In step 560, the current modified configuration of the vir-
tual machine 2 is converted into the initial configuration
based on the configuration difference stored in the PRC
repository and the applied changes. In accordance with step
470, when converting the modified configuration into the
initial configuration, the further configuration differences are
considered to be updated depending on the changes made to
the initial configuration.

In step 570, the user has to specify, whether a conversion of
the configuration difference to the initial configuration, based
on the PRC is desired. If yes, the method continues with step
560, otherwise the method continues with step 660.

In step 600, the initial configuration is displayed to the user.

In step 610, the user is requested, whether a partial appli-
cation of the initial configuration is desired. This refers to
applying only a subset of configuration elements of the initial
configuration to the configuration of the virtual machine 2, so
that the selected configuration is a subset of the configuration
available from the initial configuration, or modifying con-
figuration elements of the initial configuration. If yes, the
selection is made in step 620, comprising possible modifica-
tions of configuration elements. If not, the method continues
with step 630.

In step 630, the initial configuration is applied as configu-
ration of the virtual machine 2.

In step 640, the selected configuration elements are applied
as configuration of the virtual machine 2.

In step 650, the snapshot is applied as configuration of the
virtual machine 2.

In step 660, the configuration difference is applied as con-
figuration of the virtual machine 2, which comprises applying
first the initial configuration as already done in step 510, and
furthermore applying the configuration differences as stored
in the PRC repository.

After finishing the step 630, 640, 650, or 660, the method
continues with step 180 as described with respect to the first
embodiment of the present invention.

Although in this embodiment the method comprises stor-
ing a modified configuration in a snapshot or in a configura-
tion difference, an implementation of the inventive method
can also be based on the use of either a snapshot or a configu-
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ration difference. This applies to the first embodiment as well
as to the second embodiment of the present invention. The
alternative presence of snapshot and configuration difference
is described here for demonstration purposes without limiting
the scope of the present invention.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

While the invention has been illustrated and described in
detail in the drawings and fore-going description, such illus-
tration and description are to be considered illustrative or
exemplary and not restrictive; the invention is not limited to
the disclosed embodiments. Other variations to the disclosed
embodiments can be understood and effected by those skilled
in the art in practicing the claimed invention, from a study of
the drawings, the disclosure, and the appended claims. In the
claims, the word “comprising” does not exclude other ele-
ments or steps, and the indefinite article “a” or “an” does not
exclude a plurality. The mere fact that certain measures are
recited in mutually different dependent claims does not indi-
cate that a combination of these measured cannot be used to
advantage. Any reference signs in the claims should not be
construed as limiting the scope.

What is claimed is:
1. A method for preserving changes to a configuration of a
running virtual machine, the method comprising:

reading an initial configuration;

starting a virtual machine under application of the initial
configuration,

modifying the initial configuration of the virtual machine
during runtime to create a modified configuration, by
applying a configuration change to the virtual machine
during runtime, wherein the configuration change is ini-
tiated by the virtual machine during runtime and the
modified configuration is retained in a storage space;

modifying a persistent runtime configuration setting at a
time during runtime by one of: enabling the persistent
runtime configuration setting or disabling the persistent
runtime configuration setting;

checking whether the persistent runtime configuration set-
ting is enabled and whether the modified configuration is
available from the storage space;

responsive to the checking determining that the persistent
runtime configuration setting is enabled and determin-
ing that the modified configuration is available from the
storage space, storing, in place of the initial configura-
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tion, the modified configuration of the virtual machine,
during shutdown, wherein the modified configuration is
different than the initial configuration, reading the modi-
fied configuration at re-start of the virtual machine, and
re-starting the virtual machine under application of the
modified configuration;

responsive to the checking determining that the persistent

runtime configuration setting is enabled and determin-
ing that the modified configuration is not available from
the storage space, reading the initial configuration at
re-start of the virtual machine and re-starting the virtual
machine under application of the initial configuration;
and

responsive to the checking determining that the persistent

runtime configuration setting is disabled, reading the
initial configuration at re-start of the virtual machine and
re-starting the virtual machine under application of the
initial configuration.

2. The method of claim 1, further comprising:

further moditying the configuration of the virtual machine

during runtime after re-starting the virtual machine,
storing the further modified configuration of the virtual
machine during shutdown, and

reading the further modified configuration at re-start of the

virtual machine and re-starting the virtual machine
under application of the further modified configuration.

3. The method of claim 1, wherein the storing, in place of
the initial configuration, the modified configuration of the
virtual machine comprises storing the modified configuration
as a snapshot.

4. The method of claim 1, wherein the storing, in place of
the initial configuration, the modified configuration of the
virtual machine comprises storing a set of configuration dif-
ferences of the modified configuration compared to the initial
configuration.

5. The method of claim 1, wherein the storing the modified
configuration of the virtual machine comprises storing the
modified configuration in the storage space.

6. The method of claim 1, further comprising selecting the
configuration to be applied when re-starting the virtual
machine from the initial configuration and available modified
configurations.

7. The method of claim 6, wherein the configuration com-
prises individual configuration elements and the selecting the
configuration to be applied comprises removing or modifying
at least one individual configuration element of the selected
configuration or adding an individual configuration element
of at least one not selected configuration.

8. The method of claim 7, further comprising storing the
configuration to be applied.

9. The method of claim 6, wherein the selecting the con-
figuration to be applied when re-starting the virtual machine
comprises verifying the persistent runtime configuration set-
ting and selecting the configuration to be applied when re-
starting the virtual machine in case indicated by the persistent
runtime configuration setting.

10. The method of claim 1, wherein the modifying the
persistent runtime configuration setting comprises verifying
an authorization to modify the persistent runtime configura-
tion setting.

11. The method of claim 1, further comprising defining a
modified configuration as the initial configuration.
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